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Struggling to manage the proliferation 
of smartphones and tablets across your 
organisation? Need to retain control and 
visibility of your employees’ mobile devices? 
Is enforcing IT security and compliance 
policies proving difficult? Worried about 
deployment costs and potential disruption 
to business? Looking to introduce more 
flexible ways of working while maintaining 
security?

BYOD smartphone grew 60% over 
the past 5 years  
(Strategy Analytics, State of the Enterprise 
Mobility Management (EMM) Market: 2014 
Market Leaders and 2020 Forecast, 2015)

Vodafone Secure Device Manager
Benefits at a glance
• Gain a comprehensive, integrated view of all your mobile devices.
• Reduce cost and effort of mobile device deployments.
• Enable and enforce IT security and compliance policies.
• Streamline the management of all your mobile assets.
• Mitigate legal and business risks associated with enterprise mobility.
• Improve mobile workers’ overall support experience and increase productivity.
• Help IT and helpdesks run more efficiently and effectively.
• Manage App deployments and remote management.
• Provide secure mobile access to content anytime, anywhere.
• Ensure secure connection to corporate email.

These are common challenges facing 
enterprises. But Vodafone has a cost-effective 
solution that’s enabling organisations to work 
more flexibly – without compromising mobile 
security, control, or device and application 
management. We call it Vodafone  
Secure Device Manager (VSDM).

Vodafone Secure Device Manager provides 
a suite of services that allow enterprises 
to embrace the user benefits and innovations 
that smartphones and tablets bring, while 
maintaining complete security, visibility and 
control over each and every device.

What mobile device management 
challenges are you facing? 



New and secure ways of working
VSDM enables your people to make the most of the opportunities to work freely and flexibly with company 
or personal smart devices – without exposing your business to new or unnecessary risk. It’s a secure hosted 
solution that’s tried and trusted, which you can start using straightaway.

Easy to manage multiple devices
No matter how many devices come and go on your company’s network, you can manage them quickly, easily 
and wirelessly from a single point of control. Everything is included in the solution including software licenses. 
Plus, you have a single inventory of all smart devices and the ability to monitor how they’re used. You can 
deploy new applications across your whole mobile estate at the touch of a button.

Easy to add and remove new users
You can configure new devices to your company email and applications in minutes, and remove them just as 
easily. You can define users and groups, which will allow easy roll out of profiles and applications in minutes. 
VSDM is designed to support as many devices as you need, and can quickly scale up or down as your business 
needs change.

Work anywhere anytime
You can manage application deployments remotely and ensure your enterprise and user-generated content – 
available in your repositories – is securely distributed to the right people.

Corporate data made safe 
With VSDM, all your smart devices are made safe, ensuring you comply with, and can enforce, company IT 
and security policies. If a device is lost, stolen, misused or shows any sign of attack, you can lock it remotely 
(so no one else can access it) and perform an ‘Enterprise Wipe’ to remove any VSDM device configuration 
and corporate data. In a scenario where you want to support Bring Your Own Device (BYOD), you can separate 
corporate and personal data on the device through customisable privacy policies based on device ownership 
type. In addition, you can configure the solution to support applications that allow you to contain and encrypt 
business content and email. So rest assured, you can feel confident your critical information is secure.

Simple per device pricing 
Vodafone offers a simple monthly subscription based on the number of devices you need to be able to manage. 
With predictable OpEx costs and low or no CapEx, VSDM makes good sense financially.

Centralised global support
VSDM is supported by our local and global expert teams operating under enterprise-grade SLAs. With end-
to-end service visibility, we oversee it all to ensure mobile network quality, faster resolution times, and 
uncompromising security. 

The power of Vodafone  
Secure Device Manager
Vodafone Secure Device Manager 
(VSDM) allows your employees 
to work from anywhere they want, 
using the device that best suits them. 
You don’t need to worry about security 
and control as you can manage 
each device easily from a simple 
web-based portal. Never before has 
flexible working been so easy or 
so secure.

Digital transformation is in progress, 
50% of organizations developing mobile 
workplace strategy now. (Ovum ICT Enterprise 
Insights 2016/17, 2016)
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Feature What it means for customers

Mobile Device Management 
(MDM)

• Management of diverse fleets of devices from a single 
console.

• Integration with existing enterprise infrastructure. 
• Extend IT security policies to mobile deployments.
• Enable secure access to corporate services and resources.
• Configure device settings and policies through profiles.

• Assign profiles based on device, ownership or 
organisational group.

• View and report all mobile assets and policies.
• Support employee, corporate-owned and shared devices.
• Create Terms of Use based on device ownership type.
• Agnostic platform supports most smartphone and tablet 

Operating Systems.

Mobile Email Management
(MEM)

•  Control and configure access to the email account.
•  Enables secure corporate email access through the native 

client on Apple, Android and Windows devices.
• Provide extensive security, DLP features and email 

attachment protection.
• Offers sufficient control and monitoring of email access 

and access of sensitive corporate data on employee-
owned devices .

• In BYOD use a secure, containerised email client providing 
complete separation of enterprise and personal data.

•  Supports integration with Microsoft Exchange 
2003/2007/2010/2013, Lotus Notes, Novell GroupWise, 
Office365/BPOS and Google Apps for Work infrastructures.

•  Policy management to enable white/blacklisting of 
devices by for example Operating Systems version or type 
that aren’t compliant.

•  Enforce email access control policies such as require 
device encryption, block compromised devices, deploy or 
revoke certificates, and discover and block unmanaged 
devices via Secure Email Gateway proxy model.

Mobile Content Management
(MCM)

• Protect sensitive content in a corporate container and 
promote secure collaboration.

• Available for iOS, Android and Windows Phone, allows you 
to access and share enterprise content securely.

• Authenticate users, encrypt transmitted documents, 
disable access or perform device wipes.

• Publish files and updates to a single or group of devices, 
and download documents automatically or on-demand.

• Integrate with your SharePoint and file servers or with 
external storage such as Office 365 One Drive or Google 
Drive.

Mobile Application Management 
(MAM)

• Comprehensive view of current apps and channel for 
distribution of new ones.

• Provide a consistent application catalogue across mobile 
phones, tablets and laptops.

• Enable applications with enterprise-grade security and 
configurations while separating corporate data.

• Manage corporate, public and purchased applications.

• Audit and inventory application status for individual users 
or pre-defined groups.

• Create provisioning profiles for in-house application 
deployment: iOS, Android & Windows Phone.

• Deploy internally developed applications and updates 
over-the-air.

Key features
VSDM enables complete visibility and control over 
every mobile device and the connections they make.
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Feature What it means for customers

Mobile security • Enable multifactor user authentication.
• Enforce consistent security policies.
• Encrypt sensitive corporate data.
• Manage user access to corporate resources.
• Support internal PKI and third-party  

certificates.

• Establish network access controls.
• Separate corporate and personal data.
• Enforce compliance rules.
• Remotely wipe enterprise data from device 

and Apps.

Android for Work • Consistent experience across all Android OS 
devices 

• Work and personal data completely 
separated.

• Ensures Data Loss Prevention (DLP).
• Manage, secure and deploy internal 

and purchased applications

Secure, flexible 
easy-to-use 
admin console

• Intuitive Web based interface.
• Hierarchical location security access for all 

groups.
• Flexible structure allows access by company 

and division within and across geographies.

• Standard roles for rapid roll-out in a business, 
and granular control for easy customisation.

• Administrators can identify important 
issues or devices quickly and take action via 
the VSDM admin console.

Business  
Intelligence  
& Reporting

• Actionable reports and automated report 
distribution to pre-defined recipients.

• Multiple access and reporting levels.

• Extensive library of management reports.
• Flexible and easy customisation.
• Alert notifications.

BYOD • Support all major operating systems 
and latest device models.

• Configure policies and settings based on 
device ownership.

• Isolate and protect corporate information 
by separating corporate and personal data

• Contain and encrypt business content and 
business email using dedicated applications.

Laptop 
Management 

• Support Mac, Windows and Chromebook 
• Enrol laptops through a local agent. 
• Reduce IT integration
• Authenticate users with corporate 

credentials.
• Deploy preconfigured profiles. 
• Sync, share and manage personal content.
• View a complete inventory of all connected 

devices.

• Send commands to request information 
and perform actions.

• Features include Lock and Enterprise Wipe, 
Encryption, Certificates, WiFi, VPN and Apps.

• Recommend Public applications.
• Deploy and manage company developed 

internal files.

 

Key features continued... 
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Total worldwide revenue for EMM 
is expected to reach$3.2B by the end 
of 2020. (EMM Market Forecast, 2015)
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Why Vodafone?
• Integrated as part of VSDM  

for complete security control  
on devices.

• More consistent device management 
from multiple manufacturers.

• Easier BYOD implementation  
for the benefit and mobility  
of the employees across 
device, application and content 
management. Vodafone has security 
in its DNA.

• Close partnership with global EMM 
(Enterprise Mobility Management) 
leader AirWatch enabling continuous 
product development and essential 
strategic cooperation.

• End-to-end security  
architecture from networks  
to devices to the cloud.

• World-class leader in mobile,  
fixed-line, IoT and cloud networks.

 

Vodafone Secure Device Manager allows 
enterprises to embrace the user benefits  
and innovations that smartphones and 
tablets bring, securely and confidently.
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Content Management
Ability to configure multiple Content 
Gateway instances at same Organisation 
Group – useful for geographical 
separation or load split for large 
deployments

VSDM R11
key
highlights

Enhancement in the Console 
New Console User Interface; 
reports are executed in the 
background to let the Console 
perform other functionalities

Profiles
Resources is a way of pushing 
the same profile settings to 
multiple platforms. It allows the 
user to create Exchange, Wi-Fi 
or VPN configurations quickly 
and allows also faster and easier 
device-agnostic configuration

Added Windows Phone 
10 support for Windows 
Store for Business

New Boxer 
application 
for Android

Enrollment restrictions
Ability to create enrollment 
restrictions based on the Android 
OEM model



Ready?
The future is exciting.Contact your Vodafone Partner Crystaline Communications Ltd 

0344 8464 222

info@Crystaline.uk

and transparent relationship with clients. A friendly and responsive
customer helpline with expert advice and technical assistance. 

Crystaline provide exceptional customer service, offering an honest

www.Crystaline.uk
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